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We’re excited to be launching Utilities Against Scams (UAS). UAS provides a way for utility companies to sign up & commit to taking a stand against scams — creating a clear & consistent approach in how we can spot, stop & prevent scams as we interact with the customers we serve.
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Scams affect the lives of millions of people across the UK daily. We’ve joined forces with other utility companies in the UK energy, water and communications sectors to form Utilities Against Scams and fight them head-on.
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If you have been a victim, don’t be embarrassed about reporting a scam — you could prevent it from happening to others. Please contact Action Fraud on 0300 123 2040 ☎️.
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Be Scam Aware
SPOT: If it sounds too good to be true - it probably is
STOP: Take time to stop & think before parting with your details or money – it could keep you safe.
PREVENT: If you spot or think you’ve fallen for a scam, report it to Action Fraud on 0300 123 2040 & get help
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Scams are becoming more commonplace, more sophisticated & harder to spot than ever. We meet & talk to customers daily putting us in an ideal position to spot telltale signs & act to prevent scams. We're working with other utilities to raise awareness and prevent scams.
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Be Scam Aware! Anyone can be a target and scams affect the lives of millions of people across the UK every day. If you know what to look out for, you’re less likely to be taken in. Scammers may contact you on the phone ☎️ – protect yourself with our top tips
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Scams come in a variety of formats, whether it is someone knocking on the door to gain entry, or an email offering a prize in return for money or personal information. Protect yourself from bogus or rogue traders knocking at your door 🚪 with our top tips 
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Scams officially cost the UK economy up to £10bn every year. Only 5% are reported, so that figure is likely to be much higher. Working with other utility companies, we are launching Utilities Against Scams to support our customers and help our employees to spot, stop and prevent a scam









[image: ]Scams are becoming more commonplace, more sophisticated and harder to spot than ever before. We're in the privileged position of entering customers’ homes for planned and unplanned works, so why we're working with other utility companies to take a stand against scams
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We’re excited to be launching Utilities Against Scams (UAS). UAS provides a way for utility companies to sign up and commit to taking a stand against scams — creating a clear and consistent approach in how we can spot, stop and prevent scams as we interact with the customers we serve.

Backed by National Trading Standards, Utilities Against Scams will pool resources and provide consistent training to thousands of staff who interact daily with customers in their home, on the phone, or digitally. They can then more easily spot warning signs, provide help and report potential scams.

The founding members of UAS – Anglian Water, British Gas, Cadent, Consumer Council for Water, Plusnet, SSE and Yorkshire Water – are also committing to spread the word within the industry, so that the network can expand rapidly and become a major force in fighting scams.

Utilities Against Scams becomes a branch of Friends Against Scams, founded three years ago by National Trading Standards to protect UK consumers from mass marketing fraud. Through this initiative, more than 300,000 people have so far been trained as ‘friends’.
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Utility companies are working together with a
focus on raising awareness and preventing scams.

Visit friendsagainstscams.org.uk/UAS
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ALMOST 5 MILLION OLDER
PEOPLE (65+) BELIEVE THEY
HAVE BEEN TARGETED BY
SCAMMERS'. WHILE ONLY
12% OF THOSE TARGETED
RESPONDED TO A SCAM,
THIS MEANS AROUND HALF
A MILLION OLDER PEOPLE
COULD HAVE FALLEN VICTIM.
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1. TNS Research Express poling for Age UK, JuneiJuly 2017
- sample of 1,367 people aged 65+ in GB,
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SCAMS COST THE UK
ECONOMY £5-£10 BILLION'
A YEAR IN COMPARISON
TO DOMESTIC BURGLARY
COSTING APPROX.

£4.1 BILLION' A YEAR.
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1. FAS Website homepage, friendsagainstscams.org.uk, October 2019,
2.The economic and social costs of crime Second edition Research Report @.
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THE AVERAGE SCAM VICTIM
, \ HAS LOST OVER £3,000'.
OVER 5 TIMES THE AVERAGE
w WEEKLY HOUSEHOLD SPEND.
AVERAGE WEEKLY SPEND IN
THE UK WAS £572.60 IN 2018".
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1.FAS Website homepage, friendsagainstscams.org.uk, October 2019 MS
2. Family spending inthe UK: April 2017 to March 2018, Office of National Staistcs
Tracy Willams, 24 January 2019
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THERE WERE 3.4 MILLION
INCIDENTS OF FRAUD IN
THE YEAR TO MARCH 2017.
OVER HALF OF THESE (57%)
WERE CYBER-RELATED'.

1. Fraud and economic crime, CPS, www.cps.gov.k/fraud-and-economic-crime
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TOP TIPS TO AVOID Yt
TELEPHONE SCAMS ]

1 Call back if you are unsure - 4 If it sounds too good to be
using a number on a bill or via true it probably is.

gluisteciiotaiet 5 Just because they are friendly

2 Have you heard about call doesn't mean you can trust
blocker technology to prevent them.

2
B IR 6 Don't provide your personal

3 Don't be pressured to make or account details.
a decision on the spot.
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PROTECT YOURSELFWITH
OURSTOPTIPSTOSTOP 253 5ue
DOORSTEP SCAMS | il |

1 Be aware that uniformsand ID 3 If you don't have an
can be copied/fake. If in doubt appointment call the company

close the door and contact before allowing entry - they
the company using a number won't mind waiting if they are
off a bill or website. legitimate.

2 Do you have a pre-booked 4 Do you have a doorstep
appointment? Utilities rarely password? Make sure they
turn up without one. provide this.

5 Stay safe -if you feelin
immediate danger call 999.
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